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Windows Update
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Windows Defender
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Debua Privileae

Group Policy Management Editor

File Action View Help

PR = % & H = Debug programs Properties

o ' File Action View H
Windows Settinc_ls. _ A || Policy S = x Security Policy Setting  Explain
MName Resolution Policy
_ . T Create o
Scripts (Startup/Shutdown) Create Windows Settings |‘1I Uebug programs
= Deployed Printers Creste Name Resolution Polic =

= Security Settings S . .
. cripts (Startup/Shutdc
| Account Policies SRSl P P Define these policy settings:

Deny a/® Deployed Printers

v | Local Policies

Deny lc 5

< FHEHHHE . mimikatz 2.1.1 (x64) built on Mar 25 2818 21:01:13
JHE S . A La Vie, A L'Amour" - (oe.eo)
#H S\ #E /*** Benjamin DELPY “gentilkiwi®™ ( benjamin@gentilkiwi.com )
#H N\ [/ > http://blog.gentilkiwi.com/mimikatz
“HHE v HET Vincent LE TOUX { vincent.letoux@email.com )
"HEHHEE > http://pingcastle.com / http://mysmartlogon.com  ***/

mimikatz # privilege::debug
ERROR kuhl m privilege simple ; RtlAdjustPrivilege (20) c@

mimikatz #



WDigest

Questo pt B Registry Editor N = X ta pensata per unire
concetti ¢ flle Edit View Favorites Help sata su scambio di chiavi.
Anche qu. -  WDigest ~ || Name Type Data i relative agli utenti
immagazz ™ Server Applications ab)(Default) REG_SZ (value not set)
- ServiceAggregatedEvents %% Debuglevel REG_DWORD 0x00000000 (0)
Questae - Sew?ceGmu_pDrder ab|DigestEncryptionAlg.. REG_SZ 3des,rcd zzando il seguente
comando~’ -~ ServiceProvider 24 Negotiate REG_DWORD 0x00000000 (0)
- Session Manager -
sekurlsa::\. SNMP ns UselogonCredential REG_DWORD 0x00000000 (0)
_______ SOMServiceList o\ UTFGHTTP REG_DWORD 0x00000001 (1)
LR rnlrnlf:::: 2.1.1 (x64) b 25 2818 21:81:13 -DWORD 0x00000001 (1) K82871 997

JHE S ##. A La vie, A LA " - (oe.eo)

## / \#  /*** Benjamin ' nt 1lf1u1 { benjamin@gentilkiwi.com )}

## O\ S ## » nt /b ntilkiwi.com/mimikatz

T ow oHE Vi { 1n ent.letoux@gmail.com )
CEEEEE = ht fpingcastle.com / http://mysmartlogon.c

Lsu

nimikatz # priv 11 :debug

ERROR kuhl m_priv simple ; RtlAdjustPrivilege (26) cB8886( i

SA ; Handle on memory (@x88666665)

nimikatz #

Computer\HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\SecurityProviders\WDigest



| SA Protection

B Registry Editor

Il servizioFile Edit View Favorites Help

sicurezza - -

non atten

Usando il

sekurlsa::l|

mimikatz # _

Lsa

AccessProviders

Audit
CachedMachineNames
CentralizedAccessPolicies
ClaimsTransformation

CcCTM

Name

on

no|crashonauditfail

Oon

nwo disabledomaincr...

on

uo everyoneinclude...
no|forceguest

on

wo| fullprivilegeaudi...

Type
REG_DWORD
REG_DWORD
REG_DWORD
REG_DWORD
REG_BINARY

= O X

Data
0x00000000 (0)
0x00000000 (0)
0x00000000 (0)
0x00000000 (0)
00

0x00000001 (1)
0x0000026¢ (620)
0x00000001 (1)

0x00000007 (7)
0x00000000 (0)
0x00000001 (1)

cai criteri di
e ai processi

a LSA



» A Restrict delegation of credentials to remote servers Ll K

Ractrir«

E Restrict delegation of credentials to remote servers

&5 REgiSTI"_'!,- - Previous Setting ] e

randosi

Administrator: Command Prompt

Microsoft Windows [Version 10.0.14393]
i(c) 2016 Microsoft Corporation. All rights reserved.

Type the name of a program, folder, document, or
Internet resource, and Windows will open it for you. - - a s\Administrator>mstsc /restrictedadmin

mstsc frestrictedadmin o

E; This task will be created with administrative privileges.

Cancel Browse...

ing all requests back to the client device.

0000000 (0

pating apps: 0000000 (0
iemote Desktop Client
0000000 (0

If you enable this policy setting, Restricted Administration mode
or Remote Credential Guard is enforced and participating apps
will not delegate credentials to remote devices.




C red er File Action View Help

| K H &

: . h Security Settings v ) ity Setti NUETI
Nel caso in cuiu™ ™ ':'-tc:ount o Policy security Setting  -g||lera gli ultimi

- Domain member: Digitally sign secure channel data (when ... Enabled
hash delle passwv & Local Policies Ie )

_ . _ zare gli hash
Domain member: Disable machine account password chan... Disabled

; 4 Audit Policy
delle ultime 10 K & AUt 7o Ic}_ Domain member: Maximum machine account password age 30 days
4 User Rights Assignment

_ a Security Options
Questi hash son | Windows Firewall with Advanced Sec

Domain member: Require strong (Windows 2000 or later) se... Enabled

Interactive logon: Display user information when the session... Not Defined

Network List Manager Policies Interactive logon: Do not display last user name Disabled
HKEY_LOCAL_M/ Public Key Policies Interactive logon: Do not require CTRL+ALT+DEL Disabled
Software Restriction Policies Interactive logon: Machine account lockout threshold Not Defined

Conflgura re la Le | Application Control Policies Interactive logon: Machine inactivity limit Not Defined
- ' — —— - - sers attempting to log on

mimikatz # lsadump::cache ers attempting to log on
Domain : DC

SysKey : 2904f4be8clce561a95e85d06+h39h70

ERROR kuhl m_lsadump secretsOrCache ; kull m registry RegOpenKeyEx (SECURITY) (€

s logons to cache (in c... 0logons

logons to cache (in.. 7 X

mimikatz #

previous logons to cache (in case
ble)

Uo not cache logons:

I 0l : logons




I(‘/\V‘(‘ CV‘/\I I\

P rOte Cte _ Active Directory Users and Computers

File Action

Con Windows Serve ©® = -
CUi membri Che es : Active Directory Users and Com|| Name

. Saved Queries

View Help

nEl 4B XE G Hm R

v 3 demodom.local

* Autenticarsic

%Cloneable Domain Contr...
&2 Denied RODC Password R...

5TVTER

Type

Security Group...
Security Group...

Securitvy Groun...

;-j Maximum lifetime for service ticket

| Builtin )
o ¥. DnsAdmins
Utilizza ¥ @ Account pnl'c'ESI 5 Enforce user logon restrictions
4 Password Policy
* Essere g Account Lockout Policy

B2l = =

-
>
>

Constrained | Public Key Policies

Rl A e L L

’_‘E Enterprise Read-only Do...
%Group Policy Creator Ow...
E;;Guest

’_‘EKey Admins

'5'.;:= Protected Users

’_'E RAS and IAS Servers

%Schema Admins

’:&Read-only Domain Contr...

Maximum lifetime for user ticket

Add-ADGroupMember

e TR
Security Group...
Security Group...

User

Security Group...

Security Group...
Security Group...
Security Group...
Security Group...

) “Protected Users”, i

Description = grado di:
Members of this group t...

Members in this group c...
DNS Administrators Gro...

Enabled
600 minutes
10 howrs

Domenico

s A g
Members of this group ...
Members in this group c...
Built-in account for gue...
Members of this group ...
Members of this group ...
Servers in this group can...
Members of this group ...

Designated administrato...
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Skeleton Key

Questo attacco e caratterizzato dall’utilizzo di un malware (Mimikatz, PowerShell Empire, ecc...) caricato in memoria che
consente ad un attaccante di autenticarsi come un qualsiasi utente di dominio utilizzando una sorta di master password.

Pu\o essere ef'FaH'lla'I'n A nattn Ai aviara i Airitti Ai DAaMmain Admin a nan a rilavahila Aa cictami Natwinrl_lhacad Intriic

|PS/| DS EXN Administrator: Windows PowerShell — O X
0 ’ Windows PowerShell

EN Administrator: Windows PowerShell - O X

¢ EV O EY Administrator: Windows PowerShell — O it

shAdministrator» Get-WinEvent @4 Logname ; ID=12} |2{%_ .message

ProviderName: Microsoft-Windows-Wininit
Id LevelDisplayMame Message

e 22/ 2622 ©3:85: 3! SASS.exe was started as a protected process with level: 4.

5 C:\Usersh\Administrator:

C:\Users\Administrator> _

* Mitigazioni
» Eseguire il processo LSASS come processo protetto

* New-ItemProperty HKLM:\SYSTEM\CurrentControlSet\Control\Lsa\ -Name
RunAsPPL -Value 1 -Verbose

ion Detection




PS C:\UsershAdministrator> Get-WinEvent

@ Logname ; ID=4657}

ProviderName: Microsoft-Windows-Security-Auditing

. erdenonﬂnatoaccount
Id LevelDisplayMame PV ag

_______________________ dit Events
4657 Information A registry wvalue was modified....
4657 Information A regis ralue was modified....
4657 Information A regis ralue was modified....
4657 Information A regis ralue ifi

it Configured

bt Configured e raramente viene

et d A i . TARTES TS
C:\Users\Administrator> Set-ItemProperty DsrmAdminlLogonBehavior
1
.15 VERBOSE: Performing the operation "Set Property” on target "
11Hl' EY LOCAL MACHIMEASYSTEM\CURRENTCONTROLSET\CONTROL\LSA Property:

DsrmAdminLogonBehavior™
C:\Users\Administrator> Get-TtemProperty

DsrmAdminLogonBehavior

DsrmAdminLogonBehavior : 1
:l:-,PSPath
PSParentPath :
PSChildName : L5A
C:\Users\AdmiPSDrive D HKLM _
=P SProvider : Microsoft.PowerShell.Core\Registry

/_LOCAL_MACHINE'
/_LOCAL_MACHINE\

C:\Users\Administrator:

i Privilege Use Process ID; Ox2ec
(] M It Ig ::, System Process Mame: CAWindows\System32WWindowsPowerShellw1.0h powershell.exe
= Global Object Access Auditing h - ’
ange Information:
e Lecr Old Value Type: REG_DWORD
Old Value: 1
o “HKLM\System\CurrentControlSet\Control\Lsa\l New Value Type: REG_DWORD
. Mew Value: 2
esistere o deve avere come valore «1» s e




Malicious SSP — Security Support Provider

L'interfaccia SSPI (Security Support Provider Interface) consente di estendere facilmente i metodi di autenticazione di Windows
consentendo l'aggiunta di nuovi Security Support Providers.

In questo caso, se un attaccante riesce ad avere i privilegi di Domain Admin puo utilizzare questa tecnica per creare una
persistenza.

« Eventi

« Event ID 4657: Creazione o modifica della chiave di Registro:
“HKLM:\System\CurrentControlSet\Control\Lsa\SecurityPackages\”

« Controllare l'esistenza del file “mimilsa.log” o “kiwissp.log” (solitamente in System32) sui Domain Controller

* Mitigazioni
» Controllare le chiavi di registro:
“HKLM\SYSTEM\CurrentControlSet\Control\Lsa\Security Packages” e
“HKLM\SYSTEM\CurrentControlSet\Control\Lsa\OSConfig\Security Packages” se nei loro valori & presente
“mimilib” o valori riconducibili a mimikatz.

« Monitorare I'esecuzione di comandi su cmd.exe e PowerShell.



Kerberoast

Kerberoasting € una tecnica di attacco nisata nella fase di nost-exnlnitation ner tentare di decifrare 13 password di un

account di servizio all'in
necessariamente da un
target.

 Eventi

« System Event
« Siccome l'evel
* |l service nc

* |l service nc

« Laccount n:

|| Failure co

« Latipologia

Il Ticket Opf

. %n@mmm

Additional Informatlon

Transited Services: -

This event is generated every time access is requested to a resource such as a computer or a
Windows service. The service name indicates the resource to which access was requested.

This event can be correlated with Windows logon events by comparnng the Logon GUID fields

in each event. The logon event occurs on the machine that was accessed, which is often a v
Log Name: Security
Source: Microsoft Windows secunty Logged: 1/23/2017 10:24:15 PM
Event ID: 4769 Task Category: Kerberos Service Ticket Operation
Level: Information Keywords: Audit Success
User: N/A Computer:
OpCode: Info

More Information: Event Log Online Help

del dominio, non
e pacchetti al servizio

ri:

dalle macchine”)

» [Be=passwoidydegti actbunt dirsergirioalevend édsereramapieSe (maggior! dEI&da?ét@e}ri)—MaxEvents 1000 |

. @ﬁlﬁzza%e’@ﬁaﬁﬁ?ﬁ%eéBéﬁfké'Ac@odn@ (Cam®io Efa%%@ﬂ’d deghSPN periodico automatico).

.Message.split (" n")[8] -ne '*$' -and
$_.Message.spllt("‘ n") [3] -notlike '*S@*' -and $ .Message.split (" n")[18] -
like '"*0x0*' -and $ .Message.split (" n")[17] -like "*0x17*"}
ExpandPropertymessage

| select -



Delegation

Unconstrained Delegation (delega svincolata): il domain controller inserisce una copia del TGT dell'utente nel
service ticket. Quando il service ticket dell'utente (TGS) viene mandato al server per |'utilizzo del servizio, il
server apre il TGS e inserisce il TGT dell'utente nel LSASS per un uso successivo consentendo al server di
impersonare |'utente.

Constrained delegation (delega vincolata): fornisce agli amministratori di servizio |a possibilita di applicare
restrizioni limitando I'ambito in cui i servizi possono agire per conto di un utente.

e Comandi

* Get—-ADComputer -Filter {TrustedForDelegation -eq S$true -and
primarygroupid —-eq 515} —-Properties
trustedfordelegation, serviceprincipalname,description

* Get-DomainUser -TrustedToAuth
* Mitigazioni
« Disabilitare l'unconstrained delegation. Configurare la constrained delegation ove necessario.

« Abilitare il parametro “Account is sensitive and cannot be delegated” per account amministrativi come Domain
Admin.

« Aggiungere gli account amministrativi/a rischio al gruppo “Protected Users Security Group” cosi da prevenire la
possibilita di deleghe.

« Limitare la possibilita di accesso dei Domain Admin/Admin a specifici server.



DCS

Il DCShadow

essere effetti

[MS-ADTS
Specificati

Specifies the core functio
Lightweight Directory Acc

This page and associated

to receive update notificat

Published V

Date Protoc

472972022 55.0

Click here to download a :

General | Details

Subject:
Security |

Logon ID

Directory Service:
Name:
Type:

Object:
DN:
GUID:
Class:

Operation:

Log Name:
Source:

Event ID:

Level:

User:

OpCode:

Mare Information:

Account Name:
Account Domain:

Correlation ID;
Application Correlation ID: -

A directory service object was created.

D: CONTOSONdadmin
dadmin

CONTOSO

: 0x32004

contoso.local
Active Directory Domain Services

cn=Win2000,CN=Users,DC=contoso,DC=local
CN=Win2000,CN=Users,DC=contoso,DC=local
computer

{4ead68ff-7229-42a4-8c73-aab57169858b}

Security

Microsaft Windows sec Logged: 8/28/2015 11:36:26 4
5137 Task Category: Directory Service Ch
Information Keywords: Audit Success

MN/A Computer; DCO1.contoso.local
Info

Event Log Online

Copy

[«] [#]

General | Details

Subject:
Security |

Logon ID

Directory Service:
Name:
Type:

Object:

DN:
GUID:
Class:

Operation:

Log Name:
Source:

Event ID:

Level:

User:

OpCode:

Maore Information:

Account Name:
Account Domain:

A directory service object was deleted.

D CONTOSO\dadmin
dadmin

CONTOSO

: 0x32004

contoso.local
Active Directory Domain Services

CN=WIN2003,CN=Users,DC=contoso,DC=local
CN=WIN2003,CN=Users,DC=cantoso,DC=local
computer

Tree Delete: MNo
Caorrelation ID:
Application Correlation ID: -

{c8a9000c-c618-4ee98-871f-f852c0564118}

Security

Microsoft Windows set Logged: 8/28/2015 11:48:06 4
5141 Task Category: Directory Service Ch
Information Keywords: Audit Success

MN/A Computer: DCO01.contoso.local
Info

Event Log Online

Directory. Per
@

arvice

7 Feedback


https://learn.microsoft.com/en-us/openspecs/windows_protocols/ms-adts/d2435927-0999-4c62-8c6d-13ba31a52e1a?redirectedfrom=MSDN
https://learn.microsoft.com/en-us/openspecs/windows_protocols/ms-drsr/f977faaa-673e-4f66-b9bf-48c640241d47?redirectedfrom=MSDN
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/ircolite

Zircolite € un tool op
Sysmon o JSONL/ND.

all’interno dei log.

Matrix

Show full matrix

Shew 100 ]

Execution

Filter

Olo)

T1028-Windows
Remote Management

T1035-Service
Execution

T1047-Windows
Management

Instrumerntation (e

T1083-Scheduled
Taskilob

T1053.001-Af (Linux)

Timeline & Mitre Attick (c) Matrix

Show detected technigues

entries

Persistence

Filter

Ol

T1004-Winlogon
Helper DLL

T1013-Port Monitors

T1015-Accessibility
Features

T1019-System
Firmware

T1023-Shortout
Modification

Privilege Escalation

Filter

Ol

T1013-Port Monitors

T1015-Accessibility
Features

T1034-Path
Interception

T1037-Boot or Logon
Initialization Scripts

T1037.001-Logon
Soript [Windows)

Defense Evasion

Filter

Ol

T1006-Direct Yolume
Access

T1009-Binary Padding

T1014-Rootkit

T1027 -0Obfuscated
Files or Information

Found

T1027.001-Binary
Padding

Search:

Credential Access

Filter

Gln|

T1003-05 Credential
Dumping (ZEEN

T1003.001-LSASS

Memory

T1003.002-5ecurity
Account Manager

T1003.003-NTDS

Found

T1003.004-L5A
Secrets

'TX, Auditd,
yer threat

Found a

Discovery

Filter

(G|

T1007 -System Service

Discovery
T1010-Application

Window Discovery

T1012-Query Registry

T1016-System
Metwork Configuration

Discovery

T1016.001-Internet

Connection Discovery .
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